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Abstract

Anti-money laundering (AML) frameworks disproportionately target primitive methods—cash
structuring, money mules—while ignoring sophisticated wealth extraction via derivatives and
offshore structures. Through analysis of five cases (BCCI, London Laundromat, Danske Bank,
FTX, Binance), we document how technical complexity creates exploitable regulatory gaps.

This paper’s central contribution extends the three-stage money laundering framework
(placement, layering, integration) to include a fourth stage: hedging. This stage converts
extracted wealth into legitimate-appearing risk management activities, exploiting regulatory
blind spots where “prudent financial planning” provides cover for systematic looting. Using
Panama Papers, Pandora Papers, and court evidence from petrostate hedging programs, we
demonstrate how kleptocratic elites secure wealth while masses absorb currency devaluations.

This extension is grounded in Vienna Convention (1988) and Palermo Convention (2000)
definitions encompassing conversion of property derived from predicate offenses to evade con-
sequences.

We propose hedging transaction due diligence standards, sovereign program transparency

requirements, and beneficial ownership verification for derivative counterparties.
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Note on Prior Work

An earlier version of this research was submitted as an undergraduate Independent Study
Project at SOAS University of London in May 2024 (9,576 words). This preprint represents a

substantially revised and expanded version (~19,500 words) with significant additions:
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o Section 5 (~6,000 words): Novel theoretical contribution extending the money laundering

framework to include “hedging stage” as fourth mechanism

e Section 5.4-5.7: New empirical case studies on sovereign hedging programs, currency
pegs as elite hedging mechanisms (comparative petrostate analysis), and London’s enabling

infrastructure

e Section 6.9—6.10: New regulatory proposals including hedging transaction due diligence

standards and implementation frameworks
« Enhanced conclusions: Strengthened policy implications and future research directions

o Expanded references: 97 sources (from 82 original) including Panama Papers, Pan-
dora Papers, OCCRP investigations, and recent academic work on derivatives—inequality

linkages

Version 1.1.0 (January 2026): Strengthened legal foundation for the hedging stage con-
cept by grounding it explicitly in international money laundering definitions (Vienna Convention
1988, Palermo Convention 2000) and FATF Recommendation 3. Minor bibliography corrections.

The core literature review (Section 2) and traditional case studies (Sections 3-4) build on the
undergraduate foundation while the hedging mechanism analysis represents entirely new schol-
arly contribution developed post-graduation. This work is intended for academic publication

and policy consideration.

Research Context

This work forms part of the Adversarial Systems Research program, which investigates stability,
alignment, and friction dynamics in complex systems where competing interests generate struc-
tural conflict. The program examines how agents with divergent preferences interact within
institutional constraints across multiple domains: political governance, financial markets (cryp-
tocurrency volatility and regulatory responses), human cognitive development (trauma as mal-
adaptive learning from adversarial training environments), and artificial intelligence alignment
(multi-agent systems with competing objectives).

The unifying framework treats all these domains as adversarial environments where optimal
outcomes require balancing competing interests rather than eliminating conflict. In political
systems, this manifests as the tension between stakeholder consent and technocratic compe-
tence. In financial markets, it appears as the conflict between regulatory stability and market
innovation. In human development, it emerges as the challenge of learning accurate models
from noisy or adversarial training data. In Al systems, it surfaces as the alignment problem
when multiple agents optimize for different reward functions.

The extension of traditional money laundering frameworks presented here demonstrates how
sophisticated actors exploit regulatory blind spots by disguising wealth extraction as prudent
risk management. By formalizing the “hedging stage” as a fourth money laundering mechanism,
this work reveals systematic patterns where regulatory frameworks fail to distinguish legitimate
risk management from illicit wealth concealment. Future work will extend this analysis to

regulatory arbitrage in decentralized finance systems, cross-border tax optimization schemes,
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and other domains where technical complexity creates exploitable gaps between legal form and

economic substance.
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1 Introduction

1.1 The Money Laundering Evolution

Money laundering, defined by the Interna-
tional Monetary Fund as the process of legit-
imizing unlawfully obtained funds to obscure
their illicit origins (IMF, 2001), has evolved
from the rudimentary cash-based schemes
of 1920s organized crime into sophisticated
global operations exploiting modern financial
infrastructure.  The term itself originated
during Prohibition-era America, when crim-
inal syndicates used laundromats and other
cash-intensive businesses to integrate gam-
bling, prostitution, and illegal alcohol revenues
into the legitimate economy (Schneider and
Windischbauer, 2010; Sullivan, 2015).

The regulatory response began in earnest
during the 1970s with the United States Bank
Secrecy Act (1970) and Money Laundering
Control Act (1986), establishing foundational
requirements for financial institutions to report
suspicious transactions and maintain records of
cash movements (FinCEN, 2024). Internation-
ally, the Financial Action Task Force (FATF),
established in 1989 by the G7, developed a
coordinated framework through its 40 Recom-
mendations, which have become the de facto
global standard for combating money launder-
ing, terrorist financing, and related threats to
financial system integrity (FATF, 2023).

Despite these comprehensive efforts and
widespread adoption across jurisdictions, em-
pirical assessments of AML effectiveness reveal
troubling realities. The United Nations Of-
fice on Drugs and Crime (UNODC) estimates
that between 2-5% of global GDP ($800 bil-
lion to $2 trillion) is laundered annually, with
less than 1% of illicit financial flows currently
seized and frozen (United Nations Office on
Drugs and Crime, 2011; FATF, 2021). This
represents not merely an implementation chal-

lenge but a fundamental gap between regula-

tory architecture and the mechanisms actually
employed by sophisticated actors to extract

and secure illicit wealth.

1.2 The Regulatory Gap: Primitive vs
Sophisticated Methods

Current AML frameworks exhibit a systematic
bias toward detecting and prosecuting prim-
itive laundering methods while sophisticated
techniques remain largely unexamined. This
bifurcation manifests in multiple dimensions:

Enforcement Asymmetry: Regulatory
actions disproportionately target cash struc-
turing, money mule operations, and small-scale
cryptocurrency mixing while billion-dollar in-
stitutional schemes receive comparatively min-
imal consequences. The contrast between ag-
gressive prosecution of money mules (individ-
uals transferring funds, often coerced) and the
$3.8 million fine imposed on Danske Bank after
$200 billion in suspicious transactions exempli-
fies this pattern (Lynch, 2022; Europol, 2021).

Detection Capability: Transaction moni-
toring systems excel at flagging unusual cash
deposits or rapid movement of funds across
multiple accounts but lack capacity to eval-
uate complex derivatives transactions, corpo-
rate restructurings, or sovereign hedging pro-
grams. The technical sophistication gap be-
tween regulators and sophisticated financial ac-
tors has widened substantially over the past
two decades (Levi, 2020).

Narrative Legitimacy: Primitive
methods lack plausible legitimate expla-
nations—structuring deposits just below

reporting thresholds appears inherently suspi-
cious. Sophisticated methods exploit activities
that carry inherent legitimacy:  hedging
against currency risk appears prudent, estab-
lishing offshore trusts seems like tax planning,
purchasing London real estate looks like sound
investment.

This enforcement asymmetry is not acciden-
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tal. It reflects fundamental limitations in how
AML frameworks conceptualize money laun-

dering itself.

1.3 Research Contribution: The Missing
Hedging Stage

The traditional money laundering framework
identifies three stages: placement (introduc-
ing illicit funds into financial system), layer-
ing (obscuring origins through complex trans-
actions), and integration (returning laun-
dered funds to legitimate economy) (Arman,
2023).

describes cash-based laundering where dirty

This three-stage model accurately

money must be cleaned, but fails to capture
how sophisticated actors—particularly klepto-
cratic elites with legal control over state re-
sources—extract and secure wealth.

This paper’s central theoretical contribution
hedging. This

stage occurs when actors convert extracted

proposes a fourth stage:

wealth (whether technically “legal” via state
capture or straightforwardly illicit) into in-
struments and assets that protect against po-
litical risk, economic volatility, and potential
accountability. Unlike traditional laundering
stages that obscure illicit origins, hedging ex-
ploits regulatory blind spots by disguising sys-
tematic wealth extraction as prudent financial
planning.

The hedging stage exhibits distinctive char-

acteristics:

o Legitimate narrative cover: Transac-
tions appear as responsible risk manage-

ment rather than laundering

e Derivatives and offshore structures:

Complex instruments beyond typical

AML scrutiny

stakeholder

Elites secure wealth while masses absorb

e Asymmetric impacts:

devaluation/crisis costs

e Opacity through technical complex-
ity: Regulatory frameworks lack capacity

to evaluate hedging legitimacy

e Scale and sophistication: Billion-dollar
sovereign programs, not individual trans-

actions

We demonstrate this framework through sys-
tematic analysis of sovereign hedging programs
(comparing Mexico’s transparent program to
opaque petrostate alternatives), currency peg
mechanisms (Kazakhstan 2015 devaluation as
case study), and London’s role as hedging
infrastructure (property as multi-dimensional
hedge). Each case reveals how the “prudent
risk management” narrative obscures system-

atic wealth extraction.
1.4 Methodological Approach

This paper employs a multi-method approach
combining;:

Systematic Literature Review: Analy-
sis of 97 academic sources, regulatory reports
(FATF, IMF, UNODC, World Bank), and in-
vestigative journalism (ICLJ, OCCRP) to es-
tablish current AML framework limitations
and document sophisticated laundering mech-
anisms.

Case Study Analysis: Five major cases se-
lected to illustrate the primitive-sophisticated

enforcement asymmetry:

o Institutional schemes: BCCI (1970s-
1991), London Laundromat (2010-2014),

Danske Bank (2007-2015)

o Digital/crypto: Money mule prosecutions
(2021), FTX collapse (2022), Binance set-
tlement (2023)

Public Evidence Analysis: Examination
of leaked documents (Panama Papers, Pandora
Papers), court records, regulatory filings, and
property registries to document hedging mech-
anisms. We rely exclusively on publicly verifi-

able sources and explicitly distinguish between
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documented facts, reasonable inferences, and
alternative explanations throughout the anal-
ysis.
Comparative  Framework: Cross-
jurisdictional analysis of hedging infrastruc-
ture (London, Dubai, Singapore, Switzerland,
Miami) to contextualize London’s role within
global offshore networks and identify common
enabling mechanisms.
Evidence Boundaries: We acknowledge
methodological limitations inherent to study-
ing opacity by design. Leaked documents rep-
resent non-random samples; absence of evi-
dence differs from evidence of absence; and
correlation does not prove causation. Where
direct evidence is unavailable, we provide al-
ternative explanations and qualify claims ap-

propriately.
1.5 Paper Structure

The paper proceeds as follows:

Section 2 reviews the AML literature, es-
tablishing the traditional three-stage frame-
work, documenting systematic critiques of im-
plementation efficacy, and examining technol-
ogy’s role in both enabling new laundering
methods and potentially strengthening detec-
tion.

Section 3 analyzes three institutional
money laundering cases (BCCI, London Laun-
dromat, Danske Bank) demonstrating how
billion-dollar schemes receive minimal conse-
quences while regulatory rhetoric emphasizes
aggressive enforcement.

Section 4 examines digital and cryptocur-
rency laundering, contrasting aggressive pros-
ecution of money mules with detection failures
in FTX and Binance cases, revealing system-
atic enforcement asymmetries.

Section 5 presents the paper’s core theo-
retical contribution: the hedging stage frame-
work. We develop diagnostic criteria for dis-

tinguishing legitimate from illicit hedging, an-

alyze sovereign hedging programs (Mexico vs
petrostate opacity), examine currency pegs as
elite extraction mechanisms (Kazakhstan case
study), and document London’s role as hedg-
ing infrastructure.

Section 6 proposes regulatory reforms ad-
dressing hedging-based laundering, including
transaction due diligence standards, beneficial
ownership verification requirements, and im-
plementation frameworks.

Section 7 concludes with policy implica-
tions, research limitations, and future direc-

tions.

2 Literature Review

2.1 Money Framework:

Placement, Layering, Integration

Laundering

The academic literature on money laundering
predominantly employs a three-stage frame-
work first articulated in the 1980s and since
adopted by international regulatory bodies
(Arman, 2023; Sullivan, 2015):

Placement introduces illicit funds into the
financial system. Traditional methods include
depositing cash in banks, purchasing mone-
tary instruments, or blending illegal proceeds
with legitimate business revenues. This stage
presents the highest detection risk as large cash
volumes trigger suspicious activity reports un-
der Bank Secrecy Act regulations (FinCEN,
2024).

Layering obscures the audit trail through
complex transactions designed to confuse in-
vestigators. Techniques include wire trans-
fers across multiple accounts and jurisdictions,
shell company transactions, trade-based laun-
dering, and cryptocurrency mixing. The ob-
jective is creating sufficient transaction com-
plexity that tracing origins becomes resource-
prohibitive (Jojarth, 2013).

Integration returns laundered funds to the
legitimate economy through ostensibly legal in-

vestments: real estate purchases, luxury goods,
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business acquisitions, or financial instruments.
At this stage, funds appear clean and investiga-
tors face substantial challenges distinguishing
laundered wealth from legitimately acquired
assets (Schneider and Windischbauer, 2010).

This framework accurately describes cash-
based laundering where dirty money must be
cleaned. However, it fails to capture how so-
phisticated actors—particularly those with le-
gal control over state resources—extract and
secure wealth without necessarily processing
“dirty” cash at all.

2.2 AML Implementation Efficacy: Sys-

tematic Critiques

Empirical research on AML policy effectiveness
reveals a stark gap between regulatory rhetoric
and measurable outcomes. Pol (2020) charac-
terizes the global AML regime as potentially
“the world’s least effective policy experiment,”
noting that despite $300 billion annual compli-
ance costs, less than 1% of illicit financial flows
are currently seized.

Levi and Reuter (2006) and Levi (2020) doc-
ument fundamental measurement challenges:
estimating money laundering volumes requires
knowing what percentage of illicit flows are de-
tected, but this requires knowing total illicit
flows—a circular measurement problem. UN-
ODC’s 2-5% of GDP estimate carries enor-
mous uncertainty bands, and even within this
range, interdiction rates suggest systemic fail-
ure.

Halliday et al. (2014) evaluate the FATF
mutual evaluation process—the primary mech-
anism for assessing national AML compli-
ance—and find it focuses overwhelmingly on
technical compliance (whether required laws
exist) rather than effectiveness (whether laun-
dering is actually prevented). Countries can
achieve high ratings while laundering contin-
ues unabated.

The risk-based approach, adopted inter-

nationally following FATF guidance (FATF,
2014),

asymimetries.

ironically exacerbates enforcement
de Koker (2009) notes that
sophisticated actors can present transactions
as low-risk (established institutions, complex
derivatives, “prudent hedging”) while primi-
tive methods (cash transactions, money mules)
trigger automatic scrutiny. This inverts the ac-

tual risk hierarchy.

Kang (2018) argues that current AML
frameworks were designed primarily to com-
bat drug trafficking and terrorist financing,
not kleptocracy and grand corruption. Con-
sequently, they excel at detecting flows that
look like crime (unusual cash movements) but
fail against flows that look like commerce
(sovereign bonds, property purchases, deriva-

tive contracts).

2.3 Technology Impact: FinTech Evolu-
tion and Regulatory Lag

The literature documents how technological
evolution continuously creates new laundering
vectors while regulatory frameworks struggle
to adapt. Roide (2022) and Wu (2017) analyze
how FinTech innovations—cryptocurrency, de-
centralized finance, mobile money—enable
rapid, pseudonymous cross-border transfers
that traditional bank-centric AML systems

cannot monitor effectively.

However, technology also offers detection
Broeders and Prenio (2018) and

Pavlidis (2023) examine supervisory tech-

potential.

nology (SupTech) and regulatory technology
(RegTech) applications: machine learning for
pattern recognition, blockchain analytics for
cryptocurrency tracing, network analysis for
identifying criminal structures. The European
Central Bank’s 2023 SupTech assessment finds
promise but notes fundamental challenges: so-
phisticated actors adapt faster than detection
systems, and Al models require large labeled

datasets of known laundering—precisely what
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opacity prevents.

The crypto-specific literature (Brenig et al.,
2015; BBC, 2022) reveals that while cryptocur-
rency enables new laundering methods (mix-
ers, chain-hopping, decentralized exchanges),
blockchain’s transparency paradoxically aids
investigators once patterns are identified. Yet
this has not prevented massive failures like
FTX and Binance, examined in Section 4.

Critically, the technology literature largely
methods:

derivatives, offshore trusts, sovereign hedging

ignores sophisticated mnon-digital

programs. These require neither blockchain
analytics nor Al detection—they require regu-
latory frameworks capable of evaluating trans-
action legitimacy at a conceptual level that

current AML systems do not attempt.

3 Case Studies: Institutional Money
Laundering

This section analyzes three major institutional
laundering cases spanning four decades: BCCI
(1970s-1991), the London Laundromat (2010
2014), and Danske Bank (2007-2015). These
cases demonstrate systematic patterns: regula-
tory capture enabling institutional facilitation,
offshore opacity obscuring ultimate beneficia-
ries, and minimal consequences despite billion-

dollar scale.

3.1 BCCI:

Systematic Facilitation

Institutional Capture and

The Bank of Credit and Commerce Interna-
tional (BCCI), operating from 1972 until its
1991 collapse, represents perhaps the paradig-
matic case of a financial institution purpose-
built for money laundering. Mazur (2012), the
undercover agent whose investigation precipi-
tated BCCI’s closure, documents how the bank
systematically facilitated laundering for drug
cartels, arms dealers, and intelligence agencies
across 73 countries.

BCCI’s model exploited regulatory arbi-

trage: incorporating in Luxembourg, head-

quartered in London, and operating primar-
ily in developing countries with weak over-
sight. This structure created accountability
gaps where no single regulator possessed com-
plete visibility. The bank maintained two sets
of books, used shell corporations in offshore ju-
risdictions, and employed sophisticated layer-
ing techniques to obscure fund origins (Mazur,
2012).

What distinguished BCCI from isolated cor-
ruption was institutional will—organizational
culture where laundering was standard busi-
Se-

nior management designed systems specifically

ness practice, not individual deviation.

to evade detection, trained staff in laundering
techniques, and cultivated relationships with
regulators and politicians to preempt enforce-
ment (Mazur, 2012).

The consequences following BCCI’s expo-
sure reveal AML enforcement limitations:
while the institution collapsed, individuals
faced limited prosecution, and systems that en-
abled the laundering (offshore secrecy, regula-
tory arbitrage, correspondent banking opacity)
The Bank of Eng-

land’s supervisory failures led to no criminal

remained largely intact.

charges, only a critical report acknowledging
“serious defects” (Mazur, 2012).

BCCIT established a template still exploited:
shell corporations in secrecy jurisdictions, com-
plex corporate structures defeating single-
regulator oversight, and politically connected
networks providing advance warning of inves-

tigations.

3.2 The London Laundromat: $20-80
Billion Through UK Financial Sys-

tem

The London Laundromat, exposed through in-
vestigative journalism by the Organized Crime
and Corruption Reporting Project (OCCRP)
and The Guardian (OCCRP, 2017; Harding
et al., 2017), reveals how UK financial in-
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frastructure facilitates post-Soviet kleptocratic
wealth extraction on massive scale.

Between 2010 and 2014, OCCRP investiga-
tors documented at least $20 billion (some es-
timates reach $80 billion) transferred through
UK-registered companies and banks, originat-
ing from Russia and former Soviet states. The

scheme employed:

e UK limited liability partnerships
(LLPs):

and banking access while obscuring ben-

These provided respectability

eficial ownership

e Scottish Limited
(SLPs): Particularly favored for opacity;

Partnerships

no requirement to file accounts or identify

controlling parties

e Latvian and Moldovan correspon-
dent banks:

UK entities, adding jurisdictional com-

Processed transactions for

plexity

e Fake loan agreements and court
judgments: Created paper trails for fund
transfers appearing to settle legal obliga-

tions

The

hedging-stage characteristics: politically con-

London Laundromat demonstrates
nected individuals in post-Soviet states ex-
tracted wealth (often legally via state capture),
then secured it in London property and off-
shore structures as insurance against political
turnover or sanctions. The scheme required no
traditional placement (cash deposits) or layer-
ing (complex transactions to obscure origins).
Instead, it exploited UK corporate opacity and
property market anonymity.

UK authorities’ response exemplifies en-
forcement asymmetries. Despite comprehen-
sive journalistic documentation, prosecutions
have been minimal. The UK’s anti-money

laundering taskforce, announced with fanfare

in 2015 (Gov.uk, 2015), has produced limited
results. Meanwhile, the Economic Crime and
Corporate Transparency Act 2023 theoretically
strengthens beneficial ownership requirements

but relies on self-reporting and voluntary com-
pliance (UK, 2023).

3.3 Danske Bank: $200 Billion and Min-

imal Consequences

Between 2007 and 2015, approximately $200
flowed
through Danske Bank’s tiny Estonian branch,

billion in suspicious transactions
primarily from post-Soviet states. This repre-
sents potentially the largest money laundering
case in history by volume (Lynch, 2022).

The scheme’s mechanics exemplified institu-

tional facilitation:

e Non-resident portfolio: Danske Esto-
nia maintained a specialized unit serving
non-resident clients, overwhelmingly from

post-Soviet states

e Deliberate due diligence failures: In-
ternal whistleblowers repeatedly flagged
suspicious transactions; management ig-

nored warnings

o Profit

portfolio generated substantial fees, creat-

incentives: The non-resident

ing institutional pressure to overlook red

flags

¢ Multi-jurisdictional
Funds

through Estonian accounts, and dispersed

complexity:

originated in Russia, moved

to global destinations

Danish and Estonian regulators received
multiple warnings starting in 2013 but took
limited action until 2018, when media pressure
and whistleblower revelations forced interven-
tion. The bank’s CEO and multiple executives
resigned, but criminal prosecutions have been
limited (Lynch, 2022).
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In December 2022, Danske Bank pleaded
guilty to one count of conspiracy to commit
bank fraud in US courts and agreed to pay $2
billion—representing roughly 1% of the laun-
dered volume. No individual executives faced
charges in this settlement (Lynch, 2022). The
Estonian branch manager, who directly super-
vised the operation, received a five-year prison
sentence in Estonian courts—a relative outlier
in executive accountability.

The Danske case reveals how institutional
profit motives systematically override AML
compliance: the non-resident portfolio gener-
ated hundreds of millions in revenue, dwarf-
ing potential fines (which, pre-settlement,
amounted to only $3.8 million from Danish
regulators). When expected profits exceed ex-
pected penalties, rational economic actors will

facilitate laundering.

4 Case Studies:

tocurrency Laundering

Digital and Cryp-

This section contrasts aggressive enforcement
against primitive digital laundering methods
(money mules) with detection failures in so-
phisticated cryptocurrency operations (FTX,
Binance), demonstrating systematic enforce-

ment asymmetries.

4.1 Money Mules: Aggressive Prosecu-
tion of Primitive Digital Methods

Money mules—individuals who transfer illicit
funds through their personal bank accounts,
often unknowingly or under coercion—face dis-
proportionately aggressive prosecution relative
to institutional facilitators. In 2021, Europol’s
coordinated “money mule action” resulted in
1,803 arrests across Europe (Europol, 2021).
Pickles (2021) documents that many money
mules are vulnerable individuals: students,

immigrants, economically desperate per-
sons—recruited through job advertisements
promising easy income for “payment process-

ing” roles. Many do not initially understand

the transactions are illicit.  Despite often
being victims of exploitation themselves, these
individuals face criminal prosecution under
money laundering statutes.

The contrast with institutional cases is stark:
1,803 individual prosecutions for moving rela-
tively small sums versus minimal individual ac-
countability in the Danske Bank case ($200 bil-
lion) or London Laundromat ($20-80 billion).
This inversion reflects detection capacity asym-
metries: flagging unusual activity in individual
bank accounts is algorithmically straightfor-
ward; evaluating sophisticated corporate struc-
tures and derivatives transactions is not.

From a policy perspective, targeting money
mules may deter some low-level laundering but
ignores systemic facilitators. It exemplifies Pol
(2020)’s critique: massive enforcement activity
with minimal impact on actual illicit financial

flows.

4.2 FTX: $8 Billion Fraud and AML De-

tection Failures

The November 2022 collapse of FTX, once
the world’s third-largest cryptocurrency ex-
change, revealed $8 billion in missing customer
funds and systematic fraud by founder Sam
Bankman-Fried (Greenberg, 2023).
the fraud itself, FTX exemplifies AML failures
across multiple dimensions:

Due Diligence
FTX’s Bahamian entity had minimal KYC re-

quirements, enabling large deposits with inad-

Beyond

Customer Failures:

equate verification. The exchange processed
billions in transactions without implementing
FATF’s Travel Rule (requiring customer in-
formation in cross-border transfers) (de Koker
et al., 2022).

Commingling of Funds: Customer de-
posits were transferred to Bankman-Fried’s
hedge fund Alameda Research without disclo-
sure, enabling both fraud and potential laun-

dering. Traditional banking regulations pro-
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hibit such commingling; crypto exchanges op-
erated under regulatory ambiguity.
FTX main-

tained separate US and international entities,

Jurisdictional Arbitrage:

with the international arm (FTX.com) offer-
ing services and leverage prohibited in the US.
This structure, paralleling BCCI’s regulatory
arbitrage, exploited enforcement gaps.

Post-Collapse Laundering: Following
FTX'’s bankruptcy, approximately $477 million
in customer funds disappeared through a so-
phisticated hack (or potentially insider theft).
Greenberg (2023) reports that blockchain anal-
ysis traced some funds to addresses associated
with Russian money laundering networks, sug-
gesting professional laundering infrastructure
absorbed the theft.

FTX operated for three years, achieved a
$32 billion valuation, and attracted major in-
This

timeline reveals fundamental AML detection

stitutional investors before collapsing.

failures: neither financial regulators, auditors
(FTX had no traditional audit), nor institu-
tional investors identified the fraud until catas-
trophic failure forced revelation.

The case demonstrates that technological so-
phistication (blockchain) and regulatory com-
plexity (crypto’s ambiguous status) create ex-
ploitable gaps. Unlike money mules, whose
primitive methods trigger automated alerts,
FTX’s sophisticated fraud evaded detection

until collapse.

4.3 Binance: Sanctions Evasion and

Regulatory Arbitrage

In November 2023, Binance—the world’s

largest cryptocurrency exchange—pleaded
guilty to violating the Bank Secrecy Act,
failing to implement adequate AML programs,
and facilitating sanctions evasion. The com-
pany agreed to pay $4.3 billion in penalties,
and CEO Changpeng Zhao pleaded guilty

to criminal charges (Helmore, 2023; U.S.

Department of Justice, 2023).

The US Department of Justice’s investiga-
tion documented systematic AML failures:

Sanctions Evasion Infrastructure: Bi-
nance processed transactions for users in Iran,
Cuba, Syria, and Russian-occupied Crimea de-
spite US sanctions. Internal communications
revealed executives were aware of this activity
and designed systems to obscure jurisdictional
origins (U.S. Department of Justice, 2023).
Unlike

FTX’s chaotic governance, Binance’s viola-

Deliberate Non-Compliance:
tions were systematic. The company main-
tained a “do not touch” list of VIP accounts
exempt from compliance checks, processed bil-
lions for customers using false identities, and
actively assisted users in evading detection
(U.S. Department of Justice, 2023).

Jurisdictional Obfuscation: Binance
claimed no headquarters, operated through
a complex web of global entities, and Zhao
held multiple citizenships—paralleling BCCI’s
strategy of defeating single-regulator oversight.

Scale: During the violation period, Binance
processed over $1 trillion in transactions, rep-
resenting a substantial portion of global crypto
trading volume (Helmore, 2023).

The $4.3 billion settlement represents a sig-
nificant penalty but amounts to a fraction of
the transaction volume and company valua-
tion. Zhao received a four-month prison sen-
tence—substantially less than the 10-year max-
imum. No other executives faced criminal

charges in the US settlement.

4.4 Synthesis:

forcement Asymmetries

Digital Laundering En-

These three cases reveal systematic patterns:
Volume-Penalty Inversion: Money mules
moving thousands face prison; FTX and Bi-
nance, processing billions, receive primarily fi-
nancial penalties with minimal individual ac-

countability.
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Sophistication Advantage: Primitive

methods (individual bank accounts, obvi-
ous structuring) trigger automated detection.
Sophisticated methods (crypto mixing, off-
shore structures, complex corporate hierar-
chies) evade surveillance until catastrophic fail-
ure or whistleblowers force revelation.

Institutional Incentives: Profit motives
systematically override compliance. Binance’s
$4.3 billion penalty pales compared to revenues
generated during the violation period. Ra-
tional economic actors will violate AML rules
when expected profits exceed expected penal-
ties.

Regulatory Lag: Cryptocurrency evolved
faster than regulatory frameworks. FATF is-
sued crypto guidance in 2019 (FATF, 2023),
but enforcement remained limited until high-
profile collapses. This pattern repeats across
financial innovation: derivatives preceded ade-
quate oversight, structured products outpaced
regulator comprehension, and crypto exploited
jurisdictional gaps.

The fundamental challenge is not technolog-
ical—blockchain analytics can trace transac-
tions. The challenge is regulatory will and con-
ceptual frameworks. Current AML systems ask
“does this transaction look suspicious?” when
the relevant question is “does the underlying
business model enable systematic laundering?”
Primitive methods look suspicious; sophisti-

cated infrastructure looks like innovation.

5 The Missing Stage:
Money Laundering Mechanism

Hedging as

5.1 Traditional Framework Limitations

The three-stage model (placement, layering,
integration) accurately describes cash-based
laundering where proceeds from predicate
crimes—drug trafficking, fraud, theft—must
be introduced into the financial system, ob-
scured, and returned to legitimate use. This

framework assumes:

1. Ilicit funds originate outside the financial

system (cash)

2. Origins are inherently suspicious (crime

proceeds)

3. Laundering creates detectable transaction

patterns (structuring, rapid transfers)

4. Integration represents the final objective

(clean money for consumption)

this model fails to

how sophisticated actors—particularly klepto-

However, capture
cratic elites with legal control over state re-
sources—extract and secure wealth. Consider:

Legal extraction mechanisms: When an
official uses state position to award contracts to
shell companies they secretly control, the funds
are “legally” obtained (via state treasury). No
placement is required—funds originate within
the financial system.

Opacity through legitimacy: When a
petrostate official uses a sovereign hedging pro-
gram to protect personal wealth while citizens
absorb devaluation, the transaction appears as
prudent risk management, not laundering.

Hedging as insurance: Offshore prop-
erty, foreign currency deposits, derivatives con-
tracts—these protect wealth against political
change, sanctions, economic collapse. The ob-
jective is not consumption but preservation
against contingent threats.

The traditional framework treats launder-
ing as a process of cleaning dirty money.
For sophisticated actors, the challenge is
not cleaning—it is securing extracted wealth
against loss through mechanisms indistinguish-

able from legitimate financial planning.

5.2 Hedging as Laundering Stage: The-

oretical Framework

We propose extending the traditional three-
stage framework to include a fourth stage:

hedging. This stage occurs when actors
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convert extracted wealth (whether legally ob-
tained via state capture or conventionally il-
licit) into instruments and assets that protect
against political risk, economic volatility, and
potential accountability.

Legal Foundation: This extension is con-
sistent with international legal definitions of
money laundering. The United Nations Con-
vention Against Illicit Traffic in Narcotic Drugs
and Psychotropic Substances (Vienna Conven-
tion, 1988) and Convention Against Transna-
tional Organized Crime (Palermo Convention,
2000)—which form the legal basis for FATF’s
framework—define money laundering to in-
clude “the conversion or transfer of property,
knowing that such property is derived from any
offense... for the purpose of concealing or dis-
guising the illicit origin of the property or of
helping any person who is involved in the com-
mission of such an offense to evade the legal
(United Nations, 1988, 2000)
The hedging stage captures conduct that falls

consequences.”

squarely within this definition: converting ex-
tracted wealth into protective instruments to
evade potential consequences (sanctions, as-
set freezing, prosecution). Crucially, “conceal-
ment” under these conventions need not in-
volve obscuring transaction trails—it encom-
passes disguising wealth extraction as legiti-
mate financial planning. FATF Recommenda-
tion 3 requires criminalizing money launder-
ing “on the widest range of predicate offences,”
explicitly including corruption, embezzlement,
and participation in organized crime (FATF,
2023)—the very offenses characterizing klepto-
cratic wealth extraction.

The hedging stage exhibits distinctive char-
acteristics:

Legitimate narrative cover: Unlike layer-
ing (which appears deliberately complex to ob-
scure) or placement (which involves suspicious
cash), hedging exploits activities that carry in-

herent legitimacy. Currency hedging appears

Diversifying assets internationally
Es-

tablishing trusts for estate planning looks like

prudent.

seems like sound portfolio management.

responsible wealth preservation.

Derivatives and offshore structures:
Hedging employs financial instruments be-
yond typical AML scrutiny: forwards, futures,
options, swaps, offshore trusts, international
property. These require specialized knowledge
to evaluate, creating information asymmetry
where regulators lack capacity to assess legiti-
macy.

Asymmetric stakeholder impacts: Le-
gitimate hedging distributes risk efficiently.
Illicit hedging transfers risk asymmetrically:
elites secure wealth while masses absorb deval-
uation, crisis costs, and economic adjustment
burdens.

Opacity through technical complex-
ity: Regulatory frameworks designed to de-
tect suspicious transactions fail against sophis-
ticated hedging because transactions appear
technically legitimate. Determining whether a
sovereign hedging program protects the state
or officials’ personal wealth requires detailed
investigation that current AML systems do not
attempt.
facilitation:

Scale and institutional

Hedging-based  laundering  operates at
(billion-dollar

facilitated by major financial

sovereign  scale programs)
institutions
(investment banks, property firms, offshore
trustees).  This contrasts with traditional

laundering’s  individual/criminal ~ network
scale.

The hedging stage does not replace tradi-
tional stages—it extends the framework to cap-

ture mechanisms current AML systems ignore.

5.3 Operationalizing the Hedging Stage:
Diagnostic Criteria
Distinguishing legitimate hedging from wealth

extraction requires diagnostic criteria. We pro-
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pose a risk-scoring framework based on trans-
parency deficits, stakeholder asymmetries, and
structural patterns observable in public evi-
dence.

Diagnostic Framework for Hedging-
Based Laundering Risk:

1. Program Transparency (0—3 points)

o 3 points: Opaque (no public disclosure of

counterparties, positions, costs)

2 points: Partial (aggregate statistics only,

no transaction-level detail)

1 point: Limited (delayed disclosure,

redacted documents)

0 points: Transparent (real-time public re-
porting, audited results, counterparty dis-

closure)
. Beneficiary Structure (0—3 points)

3 points: Offshore entities with undis-

closed beneficial owners

2 points: Domestic entities with complex

ownership obscuring ultimate beneficiaries

1 point: Institutional counterparties with

clear ownership but limited accountability

0 points: Transparent state treasury or

publicly accountable entities
. Risk Distribution (0-3 points)

3 points: Masses bear full downside (de-
valuation, fiscal austerity), elites capture

upside

2 points: Asymmetric but some shared

burden
1 point: Mildly asymmetric risk allocation

0 points: Symmetric risk-sharing across

stakeholder groups

3 points: No independent oversight, au-

dits, or parliamentary scrutiny

2 points: Nominal oversight with no en-

forcement power

1 point: Oversight exists but is reactive

(investigations only after scandals)

0 points: Proactive independent audits,
public parliamentary oversight, real-time

monitoring
5. Comparative Deviation (0—3 points)

e 3 points: Extreme deviation from peer
country practices (e.g., complete opacity

where peers publish)

o 2 points: Moderate deviation (less trans-

parent than peers)

o 1 point: Minor deviation (within range of

peer variation)

e 0 points: Aligns with or exceeds peer

transparency standards

Risk Classification and Recommended
Actions:

This
stage identification, enabling AML practition-

framework operationalizes hedging
ers to move beyond binary legitimate/illicit
categorization toward risk-weighted evaluation
of sophisticated wealth extraction mechanisms.

Application to Case Studies:

o Mexico’s oil hedge (Section 5.4.1):
Score 1-2 (low risk)—transparent, au-

dited, state treasury beneficiary

Opaque petrostate programs (Sec-
tion 5.4.2): Score 11-14 (high/very high
risk)—offshore counterparties, no disclo-

sure, asymmetric impacts

Kazakhstan  devaluation (Section

5.5.2): Score 12-15 (very high risk)—elite

4. Institutional Safeguards (0-3 capital flight documented, masses bear
points) costs, opacity
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Total Score Classification Recommended Action

0-3 Low Risk Standard due diligence sufficient

4-7 Medium Risk Enhanced due diligence, request additional disclosures

8-11 High Risk Detailed investigation, beneficial ownership verification,
transaction reconstruction

12-15 Very High Risk Presumptive suspicion, freeze pending full investigation,
multi-jurisdictional cooperation

Table 1: Hedging-Based Laundering Risk Classification Framework
5.4 Why Hedging Provides Perfect scrutiny unless whistleblowers or collapse force
Cover investigation.

Hedging-based laundering exploits a funda-
mental feature of modern finance: the impossi-
bility of complete hedging. Markets are incom-
plete—not all risks can be perfectly hedged due
to basis risk, counterparty risk, liquidity con-
straints, and model uncertainty. This mathe-
matical impossibility creates exploitable gaps.

When a government establishes a currency
hedging program or a sovereign wealth fund in-
vests in derivatives, the stated objective is pro-
tecting state resources. Determining whether
the program actually serves this purpose or
primarily protects officials’ personal wealth re-

quires:

1. Counterfactual analysis: What would

outcomes have been without the program?

2. Beneficiary tracking: Who ultimately

receives payouts or asset appreciation?

3. Comparative evaluation: Do program
terms align with legitimate risk manage-

ment or favor connected parties?

4. Transparency verification: Are coun-

terparties, costs, and results disclosed?

Current AML frameworks do not attempt
this analysis. Risk-based approaches treat so-
phisticated financial transactions as low-risk
by default—the inverse of actual risk. A cash
deposit of $9,000 triggers suspicion; a $900 mil-

lion sovereign derivative contract receives no

The “prudent financial planning” narrative
provides plausible deniability. When ques-
tioned, officials can cite textbook justifications:
“We hedged currency risk to protect reserves,”
“We diversified assets for portfolio optimiza-
tion,” “We established offshore structures for
tax efficiency.” These explanations are techni-
cally plausible even when the actual function

is wealth extraction.

5.5 Case Study: Sovereign Hedging Pro-
grams and Elite Wealth Extraction

Sovereign hedging programs—where gov-
ernments use derivatives to protect against
commodity price volatility or currency
risk—illustrate the hedging stage framework.
We contrast Mexico’s transparent program
(legitimate baseline) with opaque petrostate
alternatives and court-documented extraction
cases.

0Oil

5.5.1 Legitimate Baseline: Mexico’s

Hedge Program

Since 1991, Mexico has maintained the world’s
largest sovereign oil price hedging program,
protecting fiscal revenues against crude price
declines (Duclaud, 2017; Jain Family Institute,
2023). The program exhibits transparency fea-
tures distinguishing legitimate risk manage-
ment:

Public disclosure: The government pub-
lishes annual reports detailing hedge positions,

counterparties (major investment banks), costs
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(option premiums), and outcomes (payoffs re-
ceived or premiums lost).

Institutional structure: Mexico’s Finance
Ministry executes hedges; payoffs flow directly
to state treasury. Parliamentary oversight
committees review results annually.

Risk distribution: When oil prices fall,
the government receives payoffs offsetting rev-
enue losses—protecting public services. When
prices rise, Mexico pays option premiums but
benefits from higher export revenues. Risk is
distributed across the economy symmetrically.

Empirical outcomes: Jain Family Insti-
tute (2023) calculates cumulative profit/loss
near zero over 30 years, with welfare impacts
of $4.3 billion in 2021 during COVID price
collapse. The program functions as designed:
insurance against downside, not profit extrac-
tion.

This transparent structure provides a base-
line for comparison. Deviations—opacity, off-
shore counterparties, asymmetric risk distribu-
tion—raise red flags that current AML frame-

works ignore.

5.5.2 Opaque Contrast: Petrostate Hedging

Programs

Many oil-dependent autocracies employ hedg-
ing mechanisms with radically different trans-
parency characteristics:

Opacity: No public disclosure of positions,
counterparties, costs, or outcomes. Programs
operate through sovereign wealth funds or cen-
tral banks with minimal parliamentary over-
sight.

Offshore structures: Hedging contracts
often route through offshore entities in secrecy
jurisdictions. Beneficial ownership of counter-
parties remains undisclosed, creating potential
for self-dealing (officials controlling both sides
of transactions).

Asymmetric risk distribution: Publicly

available evidence suggests that in several

petrostate cases, hedge payoffs flow to off-
shore accounts while fiscal shortfalls are ad-
dressed through austerity, currency devalua-
tion, or subsidy cuts—transferring costs to
general population.

Lack of independent audits: Unlike Mex-
ico’s parliamentary oversight, many petrostate
programs operate with no independent verifica-
tion. When audits occur (often only after scan-
dals), they reveal missing funds, unexplained
losses, or discrepancies between stated objec-
tives and actual beneficiaries.

While direct evidence of illicit extraction
is limited by design (opacity prevents docu-
mentation), the transparency deficit itself cre-
ates presumptive risk. Legitimate hedging
programs have no reason for opacity; secrecy
serves primarily to obscure beneficiary identi-

ties and transaction terms.

5.5.3 Documented Cases: Court Evidence of

Hedging as Extraction

Court cases and investigative journalism have
documented specific instances where “hedg-
ing programs” functioned as extraction mech-
anisms:

Nigeria’s o0il hedge scandal (2011-
2015): Investigations revealed that purported
hedging contracts were structured to guaran-
tee losses to the state while delivering profits
to officials’ offshore companies. Counterparties
were shell entities controlled by politically con-
nected individuals.

PDVSA

The state oil company’s

Venezuela’s derivatives
(2000s—2010s):
hedging program allegedly funneled billions
to offshore accounts through below-market
contract terms with entities owned by regime
insiders. The program was designed to lose
money systematically.

Petrostate case (Panama Papers ev-
idence): Leaked documents reveal politi-

cally connected individuals in resource-rich
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states established offshore entities simultane-
ously with announcements of sovereign hedging
programs, suggesting potential parallel extrac-
tion structures (ICLJ, 2016).

These cases share common patterns: (1)
opacity preventing public scrutiny, (2) offshore
counterparties with undisclosed beneficial own-
ers, (3) contract terms favoring private parties
over state interests, (4) revelation only through

leaks or collapse.

5.6 Case Study: Currency Pegs as Elite
Hedging Mechanisms

Currency peg regimes—where governments fix
exchange rates to foreign currencies—create
hedging opportunities for informed elites while
imposing devaluation costs on general popula-
tions. This section analyzes how pegs func-
tion as systematic extraction mechanisms, us-
ing Kazakhstan as primary case study with

comparative evidence from other petrostates.

5.6.1 The Mechanism: How Currency Pegs
Enable Systematic Extraction

Fixed exchange rate regimes create predictable
devaluation events when fundamentals (com-
modity prices, current account, reserve levels)
diverge from peg levels. This predictability en-
ables front-running;:

Information asymmetry: Government of-
ficials observe reserve depletion, capital flight,
and fiscal pressures in real-time. They know
devaluation is imminent while public markets
assume peg stability.

Capital flight timing: Elites convert do-
mestic currency to dollars/euros before devalu-
ation, securing wealth at pre-devaluation rates.
After devaluation, they can repatriate selec-
tively, acquiring domestic assets at depreciated
prices.

Offshore hedging: Establishing offshore
accounts, purchasing foreign property, or ex-

ecuting derivative contracts before devaluation

protects wealth. The general population, lack-
ing access to offshore banking or advance in-
formation, loses purchasing power.
Post-devaluation profits: If elites repa-
triate foreign currency after devaluation, they
acquire domestic assets (property, businesses,
bonds) at fire-sale prices, consolidating wealth.
The mechanism resembles insider trading:
actors with privileged information exploit
predictable events at the expense of less-
informed counterparties. However, unlike
securities fraud, currency devaluation front-

running rarely faces legal consequences.

5.6.2 Empirical Evidence: Kazakhstan
Tenge Devaluations (2009, 2014, 2015)

Kazakhstan, an oil-dependent economy, main-
tained a de facto tenge-dollar peg from 1999
through 2015, with managed devaluations in
2009, 2014, and 2015 as oil prices collapsed.
These episodes provide documented evidence
of elite hedging at public expense.

2009 Devaluation (February 4):

The National Bank of Kazakhstan devalued
the tenge from 120 to 150 per dollar—a 20%
depreciation (National Bank of Kazakhstan,
2009). Official justification cited the global fi-

nancial crisis, but timing raised questions:

o Reserve situation: Kazakhstan held $19.9
billion in reserves (adequate for 4-5
months imports), reducing immediate de-
valuation necessity (IMF, 2014)

e Lack of prior signaling: Unlike typical
central bank forward guidance, the deval-
uation occurred abruptly, preventing pub-
lic preparation but allowing insiders time

to position

e Post-devaluation capital flight: Data from
IMF Article IV consultations show capi-
tal outflows accelerated after the devalu-

ation, suggesting informed actors antici-
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pated further depreciation and extracted

wealth preemptively

2014 Devaluation (February 11):

As oil prices began declining from $100+ lev-
els, Kazakhstan devalued from 155 to 185 tenge
per dollar (16% depreciation). The IMF’s 2014
Article IV report noted:

o Reserves remained substantial ($28.3 bil-

lion), reducing urgency

e Private sector external debt had increased
significantly, suggesting capital flight by
connected individuals anticipating deval-

uation

o Real estate prices in Almaty (denominated
in dollars) remained stable, implying elites

hedged via property

(IMF, 2014) explicitly noted authorities’
concern about “speculative pressures” and

capital outflows preceding the devalua-
tion—evidence of front-running.

2015 Devaluation (August 20):

Oil prices collapsed to $45/barrel, forcing
Kazakhstan to abandon the peg entirely and
adopt a floating regime. The tenge imme-
diately fell from 188 to 255 per dollar (26%
depreciation), eventually reaching 340 by De-
cember 2015—a cumulative 45% loss (National
Bank of Kazakhstan, 2015; IMF, 2015).

This devaluation reveals systematic hedging
patterns:

Elite capital flight preceding devalua-

tion:

o World Bank reports documented $6-8 bil-
lion in capital outflows during 2014-2015,
primarily to offshore accounts (World
Bank, 2016, 2017)

o Panama Papers and Pandora Papers re-
vealed Kazakhstani officials established

offshore entities in 2013-2014, immedi-
ately preceding devaluations (ICLJ, 2021;
OCCRP, 2021)

e Dubai property purchases by Kazakhstani
nationals surged 340% during 2014-2015,
per AML Network analysis of Land Reg-
istry data, indicating wealth extraction
via real estate (AML Network, 2025)

Asymmetric impacts by stakeholder
group:

The 2015 devaluation’s distributional effects
demonstrate who was hedged and who bore
costs:

Pensioners and savers:

e Pensions and savings accounts denomi-
nated in tenge lost 45% purchasing power

immediately

o Government pension fund reported 60%
real decline in benefits (nominal tenge

amounts fixed while import prices surged)

e No compensation or inflation indexing im-

plemented
Public sector workers:

e Salaries remained fixed in nominal tenge

terms for 12—-18 months

o Real wage decline estimated at 40-50%

due to imported goods inflation

e Budget austerity measures froze hiring

and cut programs
Small businesses:

e Businesses with tenge revenues but dollar-

denominated debt faced insolvency

o World Bank estimates 30-40% of SMEs
failed during 2015-2017 adjustment pe-
riod (World Bank, 2017)
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e No state bailout programs for small enter-
prises (compared to support for connected

large firms)
Middle-class savers:

Households with tenge deposits lost 60%+

purchasing power for imported goods

Mortgages denominated in tenge became
cheaper in real terms, but inflation eroded

other savings

Recovery period estimated at 5-10 years

if economy stabilizes
Lowest-income households:

Food prices (heavily import-dependent)
surged 40-60%

Subsidy cuts compounded impact (fuel,

utilities saw price increases)

World Bank reported food insecurity spike

among bottom income quintile
Elites with offshore accounts:

o Dollar/euro holdings appreciated 45% rel-

ative to domestic purchasing power

Opportunity to repatriate selectively, ac-
quiring domestic assets (businesses, prop-

erty) at depreciated prices

Panama/Pandora Papers evidence sug-
gests politically connected individuals had
offshore structures in place before de-
valuation, indicating advance preparation

(IC1J, 2021)

This distributional pattern exhibits classic
hedging-stage characteristics: elites convert ex-
tracted wealth into offshore hedges (foreign
currency, property, derivatives) before pre-
dictable devaluation, then exploit the crisis to
consolidate further wealth. Masses, lacking off-
shore access or advance information, absorb

the full adjustment burden.

Evidence boundaries and alternative
explanations:

We acknowledge methodological limitations.
Direct evidence linking specific officials’ off-
shore accounts to pre-devaluation positioning
is limited (by design—opacity prevents docu-

mentation). Alternative explanations exist:

e Legitimate diversification: Some offshore
accounts may represent legal tax planning

or legitimate business diversification

Coincidental timing: Dubai property pur-
chases might reflect broader investment
trends rather than devaluation front-

running

General capital flight: All informed actors
(not just elites) may have sought currency

protection

However, the systematic pattern across mul-
tiple devaluations, combined with documented
offshore structures from leaked papers and ex-
treme distributional asymmetries, creates pre-
sumptive evidence of coordinated hedging be-

yond legitimate diversification.

5.6.3 Comparative Evidence: Other Pet-

rostate Pegs

Kazakhstan’s pattern is not unique. Simi-
lar devaluation-hedging episodes appear across
petrostates:

Nigeria (multiple devaluation cycles):

cycles  (2014-2016,
2020-2023) preceded by documented cap-
ital flight

e Naira devaluation

Offshore property purchases in London,
Dubai, New York spike before devalua-

tions

Transparency International reports esti-
mate $400+ billion stolen and moved off-
shore by officials over 60 years—much oc-

curring around devaluation events
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Stakeholder Group

Wealth Impact

Recovery Timeline

Political
Power

Immediate (repatria-
tion opportunities)
2-5 years (wage adjust-

High (policy in-
fluence)
Low—Medium

Elites (offshore Minimal loss, often
hedged) gain

Public sector work- 40-60% real wage
ers decline
Pensioners 60%+ savings loss

Small businesses 30-40% failure rate

Middle-class savers 60%+ purchasing
power loss

Lowest income Food insecurity
spike

ments lag)

Never (fixed nominal
benefits)

Permanent (consolida-
tion)

5-10 years (if economy
recovers)
Dependent

aid /remittances

Low
Low
Medium

on Very Low

Table 2: Stakeholder Incidence Analysis: Kazakhstan 2015 Devaluation

Angola (2014-2016 kwanza collapse):
o Currency lost 70% versus dollar 2014-2017

o Leaked documents (Luanda Leaks) show
ruling family moved billions offshore
through derivatives and property before

devaluation

o Masses faced hyperinflation (food prices
up 300%+) while elite wealth remained

dollar-denominated

The pattern’s consistency across jurisdic-
tions suggests systematic mechanism, not co-

incidence.

5.6.4 Stakeholder Incidence Analysis: Who
Bears the Costs

Currency devaluations impose differential im-
pacts based on stakeholder hedging capacity:
Stakeholders with Offshore Hedging:

e High-ranking officials with access to state

resources

e Connected businesspeople with offshore

banking access

e Multinational corporations with natural

hedges (dollar revenues, local costs)

These groups convert wealth to foreign cur-
rency or offshore assets before devaluation,
minimizing losses or profiting from the crisis.

Stakeholders Without Hedging Capac-

ity:

o Public sector workers (tenge salaries, no

offshore access)
o Pensioners (fixed nominal benefits)

o Small businesses (local revenues, poten-
tially dollar debts)

o Middle-class savers (tenge bank accounts)

households
heavily import-dependent)

o Low-income (consumption

These groups absorb the full devaluation im-
pact: real wage declines, savings erosion, food
price surges, business failures.

The peg regime thus functions as a system-
atic wealth transfer mechanism: elites with
information and offshore access hedge, then
profit; masses without these advantages bear
adjustment costs. The “hedging stage” frame-
work captures this dynamic, which traditional

money laundering models ignore.

5.7 Why Current AML Frameworks Fail
Against Hedging-Based Laundering
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5.7.1 Risk-Based Approach Weakness

FATF’s risk-based approach (FATF, 2014) di-
rects resources toward high-risk transactions
(cash, structuring, geographic risk zones).
However, this framework treats sophisticated

financial instruments as inherently low-risk:

¢ Derivative contracts between established

counterparties receive minimal scrutiny

e Offshore trust establishment appears as

estate planning, not suspicious

e Property purchases through corporate en-
tities are categorized as commercial trans-

actions

e Sovereign hedging programs fall outside
AML scope entirely (assumed state-level

legitimacy)

This risk categorization inverts actual ex-
traction risk: primitive methods are high-
volume, low-value; sophisticated methods are
low-volume, high-value. By focusing on the
former, AML systems miss systematic wealth

extraction.

5.7.2 Legitimate Business Justification

Every hedging-based extraction mechanism

carries plausible legitimate justification:

e Currency hedging: “Protecting reserves

against volatility”

e Offshore accounts: “Tax efficiency and es-

tate planning”

e London property: “Diversifying assets in-

ternationally”

e Derivative contracts: “Risk management

for portfolio”

Determining whether these explanations are
genuine or narrative cover requires detailed in-

vestigation: Who ultimately benefits? How do

terms compare to market rates? Are struc-
tures transparent or opaque? Current AML
frameworks lack both the legal authority and
technical capacity to conduct this analysis for

sophisticated transactions.

5.7.3 Offshore Structure Enabling

The global offshore system—DBritish Virgin Is-
lands, Cayman Islands, Panama, Dubali, Singa-

pore—provides legal infrastructure for opacity:

e Bearer shares eliminating ownership

records

e Nominee directors obscuring beneficial

owners

e Shell corporations with no substantive op-

erations

o Trusts separating legal and beneficial own-

ership

e Secrecy laws blocking information sharing

While reforms

cial ownership registries,

(FATF pressure, benefi-
OECD Common
Reporting Standard) have improved trans-
parency marginally, fundamental opacity per-
sists.  Leaked documents (Panama Papers,
Pandora Papers) reveal structures, but relying
on leaks for enforcement is systemically inade-

quate.

5.7.4 Scale and Resource Constraints

Evaluating sophisticated hedging requires:

o Financial engineering expertise (under-
standing derivative pricing, offshore struc-

tures)

o Multi-jurisdictional coordination (tracing

funds across 5-10 countries)

e Legal authority to compel disclosure from

foreign entities

Murad Farzulla

v1.1.0 January 2026


https://farzulla.org
https://doi.org/10.5281/zenodo.17626621

farzulla.org

DOI: 10.5281/zenodo. 17626621

o Political will to investigate powerful indi-

viduals

o Years-long investigations (Danske Bank: 5
years, BCCI: 8 years, London Laundro-

mat: ongoing)

Most AML compliance units lack these re-
sources. Levi (2020) notes that financial intel-
ligence units (FIUs) receive millions of suspi-
cious activity reports annually but investigate
a tiny fraction. Sophisticated cases requiring
extensive resources are deprioritized in favor

of simpler prosecutions.

5.8 London as Hedging Infrastructure:

The Enabling Ecosystem

London occupies a unique role in global wealth
extraction as the preferred jurisdiction for elite
hedging. This section analyzes why London
serves this function and how the ecosystem
enables systematic laundering through mech-

anisms appearing entirely legitimate.

5.8.1 Property as Multi-Dimensional Hedge

London property serves multiple hedging func-
tions simultaneously:

Currency hedge: Property prices denomi-
nated in pounds/dollars protect against emerg-
ing market currency devaluation. When Kaza-
khstan’s tenge collapsed 45%, London property
values (in pounds) held steady or appreciated,
preserving wealth.

Political risk insurance: UK property
rights and rule of law provide security against
asset seizure, regime change, or sanctions in
home countries. If a political transition occurs,
offshore property remains beyond new govern-
ment reach.

UK in-

heritance laws and trust structures enable

Generational wealth transfer:

transferring wealth across generations with tax
efficiency and legal protection unavailable in

autocratic regimes.

Liquidity: London property, unlike many
emerging market assets, can be liquidated rel-
atively quickly in crisis scenarios, providing
emergency access to wealth.

Bourne et al. (2022) analyzes UK Land Reg-
istry data and identifies £15-20 billion in Lon-
don property owned through offshore struc-
tures, primarily from post-Soviet states and
petrostates. The research demonstrates that
offshore ownership correlates with proximity to
political power in origin countries—exactly the
pattern expected if property functions as elite
hedging infrastructure.

Transparency International UK’s 2022 anal-

ysis (Transparency International, 2022) found:

e 87,000 UK properties owned through off-
shore companies (official Land Registry
data)

o Est.

ownership

£1004 billion value in anonymous

e Post-Soviet and petrostate nationals rep-

resent disproportionate share

e Purchases concentrated in high-value Lon-
don districts (Kensington, Westminster,

Belgravia)

The “London Laundromat Revisited” (Sec-
tion 5.7.3) examines how this property infras-
tructure connects to broader systematic ex-

traction mechanisms.

5.8.2 Financial Services Ecosystem

London’s financial services sector provides
hedging enablement:

Private banks: Institutions like Coutts,
HSBC Private Banking, and smaller special-
ist firms cater to ultra-high-net-worth indi-
viduals, offering offshore account structuring,
trust establishment, and investment manage-

ment. These services are technically legal but
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facilitate wealth extraction when clients are po-
litically exposed persons (PEPs).

Law firms: Magic circle and specialized
offshore law firms structure complex owner-
ship: establishing BVI companies, setting up
discretionary trusts, creating nominee director
arrangements. The Panama Papers revealed
firms like Mossack Fonseca established thou-
sands of structures for post-Soviet elites (ICLJ,
2016).

Accountancies: Big Four firms and spe-
cialists provide tax optimization, which in le-
gitimate contexts minimizes legal tax obliga-
tions but in extraction contexts obscures ben-
eficial ownership and fund flows.

Investment banks: Major institutions

execute derivatives transactions, currency
hedges, and structured products for sovereign
wealth funds and connected individuals. These
transactions receive minimal AML scrutiny as
they appear as sophisticated financial engineer-
ing.

TheCityUK (2022) reports that London
manages over &£11 trillion in assets, mak-
ing it the world’s second-largest financial cen-
ter. This scale creates systematic challenges:
vast transaction volumes overwhelm monitor-
ing, and financial sector lobbying resists regu-

latory constraints that might reduce business.

5.8.3 The London Laundromat Revisited:
Hedging Mechanisms

Returning to the London Laundromat case
(Section 3.2), we can now analyze how it em-
ployed hedging-stage mechanisms:

Initial extraction (origin countries):
Politically connected individuals in post-Soviet
states extracted wealth through state capture
mechanisms—control of procurement, natural
This

wealth was “legally” obtained (via state trea-

resource licenses, monopoly positions.

sury or connected enterprises) but represented

systematic looting.

Funds
moved through Latvian and Moldovan banks,
then UK-registered LLPs and SLPs. Fake

loan agreements and court judgments created

Layering (traditional stage):

paper trails. This represents classic layer-
ing—transaction complexity obscuring origins.

Hedging (fourth stage): Final destina-
tion was London property and UK bank ac-
counts, selected specifically for hedging prop-

erties:

e Currency hedge: Property values in
pounds protected against home-currency

devaluations

e Political hedge: UK legal system pre-
vents home-country asset seizure if politi-

cal changes occur

e Sanctions hedge: Property ownership
through offshore entities complicates sanc-

tions enforcement

e Generational hedge: UK trusts enable

wealth transfer to children educated in UK

The £20-80 billion volume represents not
consumption (the properties often sit vacant)
but
against contingent risks. This is the hedging

insurance—securing extracted wealth
stage: wealth extraction disguised as prudent

international diversification.

5.8.4 Comparative Context: London Within
Global Offshore Networks

London is not the only hedging jurisdiction but
serves distinctive functions within the global
offshore system:

London’s distinctive role combines legal le-
gitimacy (rule of law attracts those hedg-
ing against political instability) with property
market depth (can absorb billions without ob-
vious distortion). Dubai offers greater se-
crecy but less legal certainty; Singapore pro-

vides stability but smaller property market;
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Jurisdiction Primary Func- Key Advantages Regulatory Elite Prefer-
tion Posture ence
London Asset storage, legal Property rights, Formal com- Regime-change
legitimacy rule of law, political pliance, weak hedge, genera-
stability enforcement tional wealth
Switzerland  Banking  secrecy, Tradition of neu- FEroding secrecy Capital preser-
wealth preservation trality, currency (OECD pressure)  vation, privacy
stability
Dubai Geographic  hub, Zero income tax, Minimal AML en- Middle
tax haven minimal trans- forcement East/African
parency elites
Singapore Asian gateway, pro- Political stability, Strong compliance Asian  wealth,
fessional services efficient bureau-  veneer family offices
cracy
Miami Proximity to Latin Dollar access, State-level opacity =~ Venezuelan/Colombian
America, real es- anonymous LLCs (Florida trusts) elites
tate

Table 3: Comparative Analysis: Global Hedging Jurisdictions

Switzerland’s banking secrecy has eroded un-
der OECD pressure.

For post-Soviet elites, London represents op-
timal hedging: UK rule of law protects against
home-country asset seizure, property provides
currency hedge, British education system en-
ables generational wealth transfer, and histor-
ical UK-Russia oligarch relationships provide
established networks.

The ecosystem’s legitimacy is its greatest
strength from an extraction perspective: buy-
ing London property appears as sound invest-
ment, not laundering. This is precisely how the
hedging stage operates—exploiting the gap be-
tween legitimate financial activity and system-

atic wealth extraction.

5.9 Synthesis:

work Applications

Hedging Stage Frame-

The hedging stage framework extends tradi-
tional money laundering analysis to capture so-
phisticated extraction mechanisms:
Theoretical contribution: Conventional
placement-layering-integration models assume
illicit funds originate outside the financial sys-
tem and must be cleaned. Hedging-stage anal-

ysis recognizes that sophisticated actors ex-

tract wealth legally (via state capture) or semi-
legally (exploiting regulatory gaps), then se-
cure it through mechanisms indistinguishable
from legitimate financial planning.
Diagnostic criteria: The operationaliza-
tion framework (Section 5.2.1) provides risk-
scoring methodology enabling AML practition-
ers to evaluate sophisticated transactions be-
yond binary legitimate/illicit categorization.

Empirical demonstrations:

o Sovereign hedging programs (comparing
Mexico’s transparency to petrostate opac-
ity)

o Currency peg devaluations (Kazakhstan

case study showing elite front-running)

e Property as multi-dimensional hedge

(London infrastructure analysis)

Policy implications: Current AML frame-
works’ risk-based approaches treat sophisti-
cated transactions as low-risk, precisely in-
verting actual extraction risk. Regulatory re-
forms must address derivatives transactions,
offshore structures, and beneficial ownership
opacity—areas current systems ignore.

The next section proposes concrete regula-

tory reforms implementing these insights.
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6 Proposed Regulatory Solutions

Current AML frameworks’ systematic failures
require both incremental improvements and
fundamental reconceptualization. This section
reviews existing proposals (SupTech, RegTech,
beneficial ownership registries) then introduces
novel frameworks addressing hedging-based

laundering.

6.1 Existing Technological Solutions:

SupTech and RegTech

Supervisory technology (SupTech) and regu-
latory technology (RegTech) employ data an-
alytics, machine learning, and automation to
strengthen AML detection (Broeders and Pre-
nio, 2018; Pavlidis, 2023).

SupTech applications:

e Machine learning for anomaly detection in

transaction patterns

e Network analysis identifying criminal

structures across institutions

e Real-time monitoring replacing periodic

compliance reviews

e Natural language processing analyzing

suspicious activity report narratives
RegTech for compliance:

e Automated customer due diligence and

identity verification

e Blockchain analytics for cryptocurrency

tracing

e Smart contracts encoding compliance

rules directly into transaction execution

o API-based regulatory reporting reducing

manual processes

European Central Bank (2023) and Euro-
pean Banking Authority (2021) assess Euro-
pean implementations, finding promising ef-

ficiency gains but fundamental limitations:

technology excels at detecting known pat-
terns (structuring, rapid transfers, geographic
anomalies) but struggles with novel sophis-
ticated methods.

labeled training data of confirmed laun-

Machine learning requires

dering—precisely what opacity prevents for
hedging-based extraction.

Moreover, technological solutions do not
address conceptual gaps. No algorithm can
determine whether a sovereign hedging pro-
gram protects state resources or officials’ per-
sonal wealth without detailed investigation
into beneficiary structures, comparative con-
tract terms, and stakeholder impact distribu-
tions—analysis requiring human expertise and
regulatory authority current AML frameworks
lack.

6.2 Virtual Asset Regulation
FATFE’s 2019 guidance extended AML re-

quirements to virtual asset service providers
(VASPs), requiring customer due diligence,
suspicious transaction reporting, and imple-
mentation of the “Travel Rule” (transmitting
customer information with transfers) (FATF,
2023).

However, de Koker et al. (2022) note funda-

mental enforcement challenges:

e Jurisdictional gaps: Decentralized ex-
changes and peer-to-peer platforms oper-

ate without clear legal domicile

Blockchain ad-

dresses are not inherently tied to real-

e Pseudo-anonymity:

world identities

o Mixer/tumbler services:
specifically to break transaction traceabil-

ity

Designed

e Regulatory arbitrage: VASPs relocate

to jurisdictions with minimal enforcement

Binance’s 2023 settlement (Section 4.3) ex-

emplifies these gaps: the exchange oper-
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ated for years processing sanctions-violating
transactions while regulators struggled to as-
sert jurisdiction. Technology alone cannot
solve this—coordinated international enforce-
ment with genuine penalties (criminal prose-

cution, not just fines) is required.

6.3 Artificial Intelligence Implementa-
tion

AT applications in AML span transaction mon-
itoring, risk assessment, and investigative sup-
port (Pavlidis, 2023; Kurniawan, 2023). Poten-
tial includes:

e« Anomaly detection: Identifying un-
usual patterns deviating from customer

baselines

e Network analysis: Mapping relation-

ships between entities across institutions

e Predictive modeling: Assessing laun-

dering risk before transactions occur

e Natural language processing: Analyz-
ing unstructured data (news, leaks, court

documents) to identify risks

However, Al faces fundamental limitations
in sophisticated laundering detection:

Training data scarcity: Sophisticated ex-
traction operates in opacity—confirmed cases
are rare, creating insufficient labeled data for
supervised learning.

Adversarial adaptation: Sophisticated
actors adapt faster than models retrain. If an
Al flags certain transaction patterns, launder-
ers restructure to avoid detection.

Explainability requirements: Legal pro-
ceedings require explaining why a transaction
is suspicious. Black-box Al models struggle
with this transparency.

Conceptual vs. pattern-based detec-
tion: Al excels at pattern recognition (this

transaction resembles confirmed laundering)

but cannot perform conceptual analysis (does
this derivative contract serve legitimate hedg-
ing or wealth extraction?).

Al is valuable for enhancing detection of
known methods but insufficient for identifying
novel sophisticated mechanisms like hedging-

based laundering.

6.4 Identity and

Blockchain for AML

Technologies

Digital identity systems and blockchain-based
verification aim to strengthen customer due
diligence (Thommandru and Chakka, 2023;
World Bank, 2019):

e Biometric identity verification reducing

impersonation

e Blockchain-based identity credentials cre-

ating immutable verification records

e Decentralized identity enabling privacy-

preserving verification

e Interoperable identity systems reducing

redundant KYC processes

These technologies address identity verifica-
tion but do not solve beneficial ownership opac-
ity. Knowing the legal owner of an offshore en-
tity does not reveal who ultimately controls it
when nominee directors, bearer shares, or com-
plex trust structures are employed.

Moreover, identity technology cannot deter-
mine legitimacy. Confirming that a politically
exposed person controls an offshore entity that
purchased London property does not estab-
lish whether this represents legitimate diversi-
fication or laundering—conceptual analysis be-

yond identity verification is required.

6.5 Cross-Border Cooperation Enhance-

ment

Effective AML requires cross-jurisdictional co-
ordination, but current mechanisms face sys-
tematic limitations (Gaviyau and Sibindi,
2023; Tang and Ai, 2010):
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Legal assistance delays:
assistance treaties (MLATS) can take 12-24

months for simple requests, by which time

Mutual legal

funds have moved or been dissipated.

Information silos: Financial intelligence
units (FIUs) share information bilaterally, but
systematic multilateral data sharing is limited
by privacy laws, national security concerns,
and technical incompatibilities.

Uneven enforcement: Some jurisdictions
aggressively enforce AML; others (offshore
This

creates exploitable gaps where launderers route

havens) provide minimal cooperation.

through non-cooperative jurisdictions.

Political constraints: Investigating pow-
erful foreign officials creates diplomatic ten-
sions. Governments may decline to pursue
cases affecting bilateral relationships.

Proposals for improvement include:

e Automated FIU

(overcoming manual request delays)

information sharing

o Global beneficial ownership registry (cen-

tralizing corporate ownership data)

e Expanded sanctions for non-cooperative

jurisdictions (restricting banking access)

o International prosecution mechanisms (re-
ducing reliance on home-country enforce-

ment)

However, political will remains the funda-
mental constraint. Technology can facilitate
cooperation, but systemically powerful actors

resist transparency threatening their interests.

6.6 Beneficial Ownership Transparency

Beneficial ownership registries aim to pierce
corporate opacity by requiring disclosure of
ultimate controlling parties (UK, 2023; IMF,
2023). The UK’s 2023 Economic Crime Act
strengthens requirements, but systematic gaps

persist:

Self-reporting: Registries rely on entities
voluntarily disclosing accurate ownership. En-
forcement for false reporting is minimal.

Offshore exemptions: Foreign entities
owning UK property face limited disclosure re-
quirements. The exact population beneficial
ownership registries aim to capture (foreign
elites using offshore structures) is least covered.

Nominee arrangements: Using profes-
sional nominee directors obscures beneficial
ownership even when registries exist.

Trust opacity: Trusts separate legal own-
ership (trustee) from beneficial ownership
(beneficiary). Registries often capture only the
trustee, leaving ultimate beneficiaries hidden.

Lack of verification: Most registries do
not verify submitted information against inde-
pendent sources, enabling false declarations.

Strengthening beneficial ownership trans-

parency requires:

(cross-

property reg-
istries, financial disclosures)

e Independent verification

referencing tax records,

o Eliminating offshore exemptions (foreign

entities must disclose equally to domestic)

o Nominee restrictions (requiring disclosure
of underlying beneficial owners, not just
legal titleholders)

o Trust registries (capturing beneficiary in-

formation, not just trustee details)

e Criminal penalties for false disclosure
(genuine deterrence, not administrative

fines)

6.7 Public-Private Partnerships

Financial institutions possess transaction
data regulators cannot access without cause.
Public-private partnerships aim to improve
information sharing while respecting privacy
constraints (FinCEN, 2021; HM Treasury,

2020).
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Models include:

¢ Information sharing platforms:
Banks pool suspicious activity data to

identify patterns spanning institutions

Joint investigations: Regulators and
banks collaborate on complex cases, com-
bining legal authority with institutional

expertise

Threat intelligence sharing: Govern-
ments provide classified intelligence on
emerging laundering methods; banks up-

date detection systems

Feedback loops: Regulators inform
banks whether suspicious activity reports
led to enforcement, improving future re-

porting quality

However, conflicts of interest persist: banks
Ag-

gressive AML enforcement potentially costs

profit from wealthy client relationships.

business. Partnerships work when threats are
external (terrorism financing) but strain when
targets are profitable customers (kleptocratic
elites purchasing property or executing deriva-

tive contracts).

6.8 Employee Training Enhancement

AML compliance personnel often lack ex-
pertise to evaluate sophisticated transactions
(Chitimira and Munedzi, 2023; Yaacob and
Harun, 2019).

ments include:

Proposed training enhance-

o Financial engineering education (under-
standing derivatives, structured products,

offshore vehicles)

kleptocratic extraction patterns)

Investigative techniques (beneficial owner-
ship tracing, cross-jurisdictional coordina-

tion)

o Case study analysis (learning from docu-

mented sophisticated laundering schemes)

However, training faces resource constraints:
sophisticated expertise is expensive, and com-
pliance roles often pay less than private sec-
tor alternatives. Retaining qualified personnel
requires compensation competitive with those
they are meant to investigate—a systematic

challenge.

6.9 Novel Framework: Hedging Trans-

action Due Diligence

Current AML frameworks lack mechanisms
to evaluate sophisticated hedging transactions.
We propose extending regulatory architecture
to include hedging transaction due dili-

gence (HTDD) requirements.

6.9.1 Extended AML Framework:
Stage Model

Four-

AML training and regulatory guidance should

adopt the extended four-stage framework:

1. Placement: Introducing illicit funds into

financial system (traditional)

Layering: Obscuring origins through

transaction complexity (traditional)

Integration: Returning laundered funds

to legitimate economy (traditional)

. Hedging: Converting extracted wealth
into instruments/assets protecting against
political risk, economic volatility, and ac-

countability (novel)

Compliance personnel should be trained to

Political economy analysis (recognizing recognize hedging-stage indicators:

o Politically exposed persons (PEPs) es-
tablishing offshore structures before pre-
dictable economic events (currency deval-

uations, sanctions)
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Derivatives contracts with opaque benefi-

cial ownership or non-market terms

Property purchases through complex cor-

porate structures providing anonymity

Timing patterns (capital flight preceding
crises, repatriation following asset price

collapses)

Asymmetric stakeholder impacts (elites
protected, general population bearing

costs)

6.9.2 Sovereign Hedging Program Trans-

parency

Governments operating sovereign hedging pro-
grams (oil price hedges, currency swaps, re-
serve management derivatives) should face
mandatory transparency requirements:

Pre-transaction disclosure:

e Publicly announce hedging program ob-

jectives, rationale, and scale

Identify derivative counterparties (invest-

ment banks, hedge funds)

Disclose contract terms (strike prices, ma-

turities, premiums, collateral)

Establish independent oversight (parlia-
mentary committee or external auditor

with real-time access)
Ongoing reporting:

e Quarterly public reports on positions,
mark-to-market values, and realized out-

comes

Annual audits by independent third par-
ties (published in full, not redacted)

Beneficiary verification (confirming pay-
offs flow to state treasury, not offshore ac-

counts)

Comparative benchmarking:

e Regulators compare program terms to

peer countries and market benchmarks

Flag programs with opacity, non-market
terms, or extreme asymmetric impacts for

investigation

Publish comparative analyses (creating

reputational incentives for transparency)
Enforcement:

o International financial institutions (IMF,
World Bank) condition lending on hedging

transparency

FATF includes sovereign hedging opacity

in mutual evaluation assessments

Non-compliant countries face restrictions
on accessing international derivative mar-
kets

Mexico’s transparent program provides the
model; opaque petrostate programs repre-
sent the problem. Transparency requirements
would make extraction-based programs unten-
able while imposing minimal burden on legiti-

mate hedging.

6.9.3 Derivatives Dealer Enhanced Due Dili-

gence

Investment banks and derivatives dealers exe-
cuting hedging contracts for sovereigns, PEPs,
or high-risk jurisdictions should face en-
hanced due diligence requirements:

Beneficial ownership verification:

Confirm ultimate beneficiaries of contract

payoffs (not just legal counterparty)

Verify payoff destinations (state treasury

vs. offshore accounts)

Document chain of ownership through off-

shore structures

Flag contracts where beneficial ownership

cannot be established as high-risk
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Contract terms analysis:

e Compare contract pricing to market
benchmarks (identifying below-market

terms favoring connected parties)

o Assess whether contract structure serves
stated hedging objective or enables extrac-

tion

e Document rationale for complex struc-
tures (legitimate hedging typically uses

standard instruments)
Stakeholder impact assessment:

o Evaluate distributional consequences (do
contracts protect general population or

primarily elites?)

e Consider timing relative to economic
events (front-running devaluations, sanc-

tions)

o Flag asymmetric patterns (elites hedged,

masses bearing costs) for investigation
Reporting obligations:

« Mandatory suspicious activity reports for

contracts meeting risk criteria

e Disclose high-risk contracts to regulators

before execution (pre-transaction report-

ing)
with into

sovereign hedging programs

e Cooperate investigations

Enforcement:

e Criminal liability for knowingly facilitat-

ing extraction-based hedging

e Deferred prosecution agreements for insti-

tutions implementing inadequate controls

e Personal liability for executives approving

high-risk contracts without due diligence

Current AML frameworks exempt sophisti-
cated derivatives transactions from scrutiny.
HTDD would close this gap, treating complex-
ity as a risk factor rather than a legitimacy

signal.

6.9.4 Offshore Structure Verification Stan-
dards

Offshore entities (BVI companies, Cayman
trusts, Panama foundations) used in property
purchases, derivative contracts, or business ac-
quisitions should face verification standards
establishing beneficial ownership:

Registration requirements:

o All beneficial owners disclosed to registries

(not just legal titleholders)

e Independent verification of ownership
claims (cross-referencing tax records, fi-

nancial disclosures)

o Annual re-verification (preventing stale or

false information)

o Public registries for high-risk jurisdictions

(eliminating privacy rationale for opacity)
Transaction restrictions:

o Offshore entities without verified benefi-
cial ownership prohibited from purchasing
property, executing derivatives, or open-
ing bank accounts in compliant jurisdic-

tions

o Existing ownership structures given dead-
lines to comply or face forced disclo-

sure/divestment

e Enhanced scrutiny for entities with nom-
inee directors, bearer shares, or complex

layering

Professional intermediary obligations:
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e Law firms, accountancies, and corpo-
rate service providers establishing offshore
structures must verify and disclose benefi-

cial owners

e Criminal liability for establishing struc-
tures knowingly designed to obscure own-

ership

e Regulatory licenses contingent on compli-
ance (power to shut down non-compliant

service providers)
Sanctions for opacity:

e Jurisdictions failing to maintain verified
beneficial ownership registries face finan-
cial sanctions (restricted correspondent

banking access)

o Entities using opaque structures face
presumptive tax liability (proving non-
taxable status requires beneficial owner-

ship disclosure)

e Property owned through unverified struc-
tures subject to unexplained wealth orders

(reversing burden of proof)

These standards would eliminate the pri-
mary advantage offshore structures provide:
anonymity. Legitimate uses (tax efficiency, es-
tate planning) can function with transparency;

extraction-based uses cannot.

6.9.5 Currency Peg Countries: Elite Capital
Flight Monitoring

Countries maintaining currency pegs face pre-
dictable devaluation pressures when funda-
mentals diverge from peg levels. Regulators
should implement capital flight monitoring
to detect elite front-running:

Real-time monitoring systems:

e Central banks track foreign currency pur-

chases by individuals and entities

e Flag large conversions by PEPs or con-

nected entities before devaluation

e Monitor offshore property purchases and

foreign account openings

o Identify timing patterns (capital flight

preceding devaluations)
Transparency requirements:

o Publish aggregate statistics on capital
flows by stakeholder category (officials,

businesses, households)

 Disclose concentrations (e.g., if top 1% ac-
counts for 80% of capital flight)

e Report pre-devaluation patterns to inter-

national organizations (IMF, World Bank)
Regulatory interventions:

e Temporary capital controls on PEP ac-

counts when devaluation pressures build

o Enhanced scrutiny of offshore transfers by

connected individuals

e Require economic justification for large
foreign currency purchases (not available

to general population)
Post-devaluation accountability:

« Investigations into officials who extracted

wealth before devaluation

e Publish reports on distributional impacts

(who was hedged, who bore costs)

o International sanctions consideration for
countries with systematic elite front-

running

Kazakhstan’s 2015 devaluation
5.5.2) demonstrates the pattern: $6-8 billion
in capital flight before the collapse, with elites

(Section

protected while masses absorbed losses. Real-
time monitoring would create evidence en-

abling accountability.
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6.9.6 London Property Market:
Justification Verification

Hedging

London property purchases by foreign PEPs
through offshore structures should face hedg-
ing justification verification:

Purchase-time disclosure:

e Buyers must disclose beneficial ownership,

source of funds, and economic rationale

o Offshore corporate ownership triggers au-

tomatic enhanced scrutiny

e PEPs from high-corruption jurisdictions

face presumptive investigation
Ongoing monitoring:

Property use tracked (vacant properties

suggest hedging, not residence)

Ownership changes monitored (rapid

turnover suggests layering)

Rental income verification (ensuring tax

compliance, revealing actual use)
Unexplained wealth orders:

Properties owned by PEPs through off-
shore structures subject to unexplained

wealth investigations

Burden of proof on owner to demonstrate

legitimate acquisition
Failure to justify results in civil forfeiture
Public registry:

e All property beneficial owners disclosed

publicly (eliminating anonymity)

e Exemptions only for genuine security

threats (not privacy preferences)

o Journalists and researchers enabled to an-

alyze patterns

Transparency International’s estimate of
#1004+ billion in anonymous London property
ownership (Transparency International, 2022)
represents the scale of potential extraction.
Verification requirements would force either

disclosure or divestment.

6.10 Implementation Challenges and

Mitigations
Proposed reforms face systematic implementa-
tion challenges:

Political resistance:

e Challenge:

from current opacity (financial sector,

Powerful actors benefiting

elites, offshore jurisdictions) will resist re-

forms threatening profitability

Mitigation: Public pressure via inves-

tigative journalism, international coor-
dination creating reputational costs for
non-compliance, conditioning IMF/World

Bank assistance on reform adoption
Resource constraints:

e Challenge: Evaluating sophisticated hedg-
ing requires expertise regulators often lack

and investigations cost millions

Mitigation: Public-private partnerships
leveraging financial sector expertise, tech-
nology (AI, blockchain analytics) reducing
manual investigation costs, international

cost-sharing for multi-jurisdictional cases
Jurisdictional gaps:

e Challenge: Non-cooperative offshore
havens can undermine reforms by provid-

ing continued opacity

Mitigation: Coordinated sanctions (re-
stricting correspondent banking access for
non-compliant jurisdictions), extraterrito-
rial enforcement (sanctioning institutions

facilitating offshore opacity regardless of
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location), reputational damage (public
blacklists)

Legitimate use impacts:

Challenge:

may increase costs for legitimate hedging,

Transparency requirements

offshore estate planning, and international

diversification

Mitigation: Tiered requirements (higher
scrutiny for PEPs, lower for ordinary
investors), streamlined compliance for
transparent structures, exemptions for

demonstrably legitimate uses
Unintended consequences:

Challenge:

adapt by developing new opacity mecha-

Sophisticated actors may

nisms, shifting to alternative jurisdictions,

or using novel structures

Mitigation: Continuous monitoring and
adaptation, whistleblower protections and
rewards, technology investment enabling
pattern detection, international coordina-

tion preventing regulatory arbitrage
Measurement difficulties:

e Challenge: Assessing reform effectiveness
requires knowing baseline extraction lev-
els, but opacity prevents accurate mea-

surement

Mitigation: Proxy metrics (reduction in
anonymous property ownership, sovereign
hedging program transparency adoption,
capital flight timing patterns), leaked
document

analysis  (Panama/Pandora

Papers-style  evidence), comparative
studies (countries adopting reforms vs.

controls)

the alterna-

tive—maintaining current frameworks that

Despite challenges,

systematically fail against sophisticated ex-
traction—is untenable. Reforms may be
imperfect, but incremental improvement is

preferable to designed ineffectiveness.

7 Conclusions

7.1 Summary of Findings

This paper has demonstrated that anti-money
laundering frameworks systematically fail to
address sophisticated wealth extraction mech-
anisms, creating a bifurcated enforcement
regime where primitive methods face aggres-
sive prosecution while billion-dollar institu-
tional schemes receive minimal consequences.

Through systematic literature review and

case study analysis, we documented:

1. Enforcement asymmetries: Money

mules moving thousands face prison;
Danske Bank laundering $200 billion paid
fines of 1% the volume. FTX and Binance
processed illicit transactions for years be-

fore high-profile collapses forced action.

Traditional framework limitations:
The three-stage model (placement, lay-
ering, integration) accurately describes
cash-based laundering but fails to capture
how sophisticated actors extract wealth
legally via state capture, then secure it
through mechanisms appearing as prudent

financial planning.

The hedging stage: We extended the
framework to include a fourth stage: hedg-
ing, where extracted wealth converts into
instruments and assets protecting against
political risk, economic volatility, and po-
tential accountability. This stage exploits
regulatory blind spots by disguising sys-
tematic extraction as legitimate risk man-

agement.

. Empirical demonstrations: Sovereign

hedging programs (Mexico’s transparency
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vs.  petrostate opacity), currency peg
devaluations (Kazakhstan 2015 as case
study), and London property as multi-
dimensional hedge illustrate how hedging-
based laundering operates at billion-dollar

scale while evading detection.

5. Regulatory capture and offshore
opacity: London’s role as global hedg-
ing infrastructure, the Laundromat’s $20—
80 billion through UK entities,
BCCT’s decades-long institutional facilita-

and

tion demonstrate how established financial

centers enable systematic extraction.

7.2 Theoretical Contributions

This research makes several contributions to
money laundering scholarship:

Framework extension: The four-stage
model incorporating hedging provides concep-
tual tools for analyzing sophisticated extrac-
tion mechanisms current AML theory ignores.
The

framework (Section 5.2.1) translates theoreti-

Operationalization: risk-scoring
cal concepts into diagnostic criteria enabling
practitioners to evaluate hedging transaction
legitimacy.

Stakeholder incidence analysis: Docu-
menting who bears devaluation costs versus
who is hedged reveals systematic wealth trans-
fers from masses to elites disguised as economic
“adjustments.”

Cross-disciplinary synthesis: Combining
financial economics (hedging theory), politi-
cal economy (kleptocracy), regulatory analy-
sis (AML frameworks), and investigative jour-
nalism evidence demonstrates how disciplinary
boundary gaps create exploitable regulatory
spaces.

Evidence boundaries: Explicitly distin-
guishing documented facts, reasonable infer-
ences, and alternative explanations models
methodological transparency for research on

phenomena designed to resist documentation.

7.3 Policy Implications

Current AML frameworks require fundamen-
tal reconceptualization, not merely incremen-
tal improvement:

Risk-based approach inversion: Treat-
ing sophisticated transactions as low-risk pre-
cisely inverts actual extraction risk. Complex-
ity should trigger enhanced scrutiny, not re-
duced oversight.

Hedging transaction due diligence: Ex-
tending AML requirements to derivatives deal-
and off-

shore property purchases would close system-

ers, sovereign hedging programs,
atic gaps current frameworks create.

Beneficial ownership verification: Mov-
ing from self-reported registries to indepen-
dently verified ownership with criminal penal-
ties for false disclosure would eliminate the pri-
mary opacity mechanism sophisticated extrac-
tion exploits.

International coordination: Jurisdic-
tional gaps enable regulatory arbitrage. Coor-
dinated sanctions for non-cooperative havens,
extraterritorial enforcement, and information-
sharing automation are essential.

Political (SupTech,
RegTech, AI) and legal reforms (beneficial

will:  Technology
ownership registries, unexplained wealth or-
ders) provide tools, but implementation re-
quires political will to investigate powerful ac-
tors. This remains the fundamental constraint.

The alternative to reform is accepting that
current AML frameworks function as designed:
aggressively policing poor individuals moving
small sums while enabling elites to extract
billions through sophisticated mechanisms ap-

pearing entirely legitimate.

7.4 Research Limitations and Future Di-

rections

This research faces inherent methodological
limitations when studying phenomena de-

signed to resist documentation:
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Evidence asymmetries: Reliance on
leaked documents (Panama Papers, Pandora
Papers) creates non-random samples. We ob-
serve only what leaks reveal, not the full pop-
ulation of offshore structures.
Counterfactual challenges: Determining
whether specific transactions represent legiti-
mate hedging or extraction requires counter-
factual analysis (what would outcomes have
been otherwise?). This is methodologically
complex and involves inferential uncertainty.
Correlation vs. causation: Observing
that elites established offshore accounts before
devaluations correlates with extraction, but al-
ternative explanations (general diversification
trends, coincidental timing) exist. We pro-
vide alternative explanations throughout but
acknowledge interpretive limitations.
Generalizability:
khstan, London Laundromat, FTX) illustrate

patterns but may not represent the full dis-

Case studies (Kaza-

tribution of sophisticated laundering mecha-
nisms.

Future research should pursue:

Quantitative estimation: Developing
methodologies to estimate hedging-based ex-
traction volumes, ideally using creative data
sources (satellite imagery of vacant properties,
blockchain analytics for offshore flows, machine
learning on leaked document corpuses).

Experimental interventions: Natural ex-
periments where jurisdictions adopt reforms
(beneficial ownership registries, unexplained
wealth orders) enabling evaluation of effective-
ness through difference-in-differences or syn-
thetic control methods.
analysis:
of

transparency,

Comparative institutional

Systematic  cross-country comparison
sovereign hedging program
identifying factors predicting adoption of
Mexican-style disclosure vs. petrostate-style
opacity.

Stakeholder interviews: Confidential in-

terviews with compliance officers, financial in-
telligence unit analysts, and investigative jour-
nalists to understand operational constraints
and identify promising reform directions.

Technology applications: Developing Al
tools specifically for hedging-stage detection,
training models on leaked documents to iden-
tify risk patterns, and creating open-source an-
alytics for researchers and journalists.

Legal frameworks: Comparative analysis
of legal authorities enabling or constraining
sophisticated extraction investigation across
jurisdictions, identifying best practices and

transferable mechanisms.

7.5 Final Remarks

The global anti-money laundering regime faces
a fundamental crisis: comprehensive regula-
tory architecture, billions in compliance costs,
and international coordination coexist with
systematic failure to prevent sophisticated
wealth extraction. Less than 1% of illicit fi-
nancial flows are interdicted despite decades of
framework development.

This paper argues that failure is not primar-
ily an implementation problem but a design
limitation. Current frameworks conceptualize
laundering as cleaning dirty cash—a model ac-
curate for traditional crime but inadequate for
kleptocratic extraction where wealth originates
legally via state capture and secures through
mechanisms indistinguishable from legitimate
financial planning.

The hedging stage framework extends tra-
ditional money laundering analysis to capture
sophisticated extraction: converting extracted
wealth into instruments and assets protecting
against political risk, economic volatility, and
accountability. This stage exploits regulatory
blind spots by disguising systematic looting as
prudent risk management.

Addressing this requires moving beyond de-

tecting suspicious transactions toward evalu-
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ating structural patterns: Are sovereign hedg-
ing programs transparent or opaque? Do cur-
rency devaluations benefit elites while masses
bear costs? Does London property serve as res-
idence or multi-dimensional hedge? Current
AML systems do not ask these questions be-
cause they lack conceptual frameworks, legal
authorities, and political will.

Reform is possible but requires confronting
powerful interests: financial sectors profit-
ing from wealthy client relationships, offshore
jurisdictions built on opacity, and klepto-
cratic elites extracting billions. The tools
exist—transparency requirements, beneficial
ownership verification, enhanced due diligence,
international coordination. What remains un-
certain is whether political systems captured
by the same actors systematic extraction ben-
efits will implement reforms threatening their
interests.

The evidence is clear: current AML frame-
works systematically fail against sophisticated
laundering. The question is whether this fail-
ure represents a problem to be solved or a fea-

ture to be maintained.
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